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Problem description

• (Removable) UICC high volume – few manufacturers

• Discrete eUICC (following a similar path)

• Integrated eUICC Perso_UICC Limited number of sites

• Integrated eUICC Perso_SC: large number of sites (difficult to scale)*
• Multiple business segments (mobile, compute, automotive, wearable, IoT)

• Multiple tiers (e.g., premium, high, mid, low)

• Fast pace of change (e.g., an annual cadence, derivative chips)

• Fabless SoC makers, multiple manufacturing sites: 

fabs and (Outsourced) Semiconductor Assembly and Test (SATs): 

different entities, different countries. 

* Complex logistics and indirect costs

The number of audited SAS-UP required by Integrated eUICC Perso_SC scope

Few SAS-UP 
audited sites

{segments} X 
{tiers} X 
{cadence} X 
{SATs}
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Addressing scalability of

Integrated eUICC Perso_SC

Two-step Personalisation

Self-generation:
Reducing the number of 
SAS-UP audited sites

•Ensuring the 

same level of 

trust
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Recap: Two-Step Personalisation

SAS Accredited sites





A process defined by FS.17/18 for Integrated eUICC

Auditees must demonstrate to the 
auditors that their solutions are 

compliant with the requirements.

GSMA FS.17/18 Section 11

Implementation is intentionally 
undefined.
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Recap: Two-Step Personalisation

Step #1: Perso_SC scope

• Generation and provisioning of 

hardware security credentials

• e.g. TRE attestation keys/certificate

Step #2: Perso_UICC scope

• Generation and provisioning of 

UICC OS credentials

• Supports injection or on-device 

generation

• e.g. RSP EUICC and EID

Each step can be performed by a different entity

 

TRE UICC OS

TRE Manufacturer UICC OS Maker
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Step #2: Perso_UICC

• U1: generate OS 

credentials outside TRE 

and inject in a non-

SAS-UP certified site

• U2: self-generate

sensitive OS credentials 

within TRE, and obtain

a certificate in a non-

SAS-UP certified site

Supported methods

Device
Manufacturing/Consumer

UICC OS Maker

SoC

Integrated TRE

Perso_UICC  
OS Credential Generation

Perso_UICC 
OS Credentials Processing

1. Authenticate hardware
2. Duplicate prevention
3. Certificate generation

Authenticated
payload
(non-confidential)

Flow of data

SAS-UP Certified SiteLegend: CommonCriteria/FIPSNON SAS-UP Certified Site

Device Manufacturing/ConsumerUICC OS Maker

SoC

Integrated TRE

Perso_UICC 
Credential Provisioning

Perso_UICC 
OS Credentials Generation

1. Authenticate hardware
2. Generate UICC OS Credentials
3. Certificate generation

Sensitive 
information

Flow of data

Certificate

2
1

1
2

3

Hardware Security 
Credentials

Secure 
Storage

Hardware Security 
Credentials

Secure 
Storage

ü

 

ü

 

Method U2: self-generation

ü SAS-UP supported

Method U1: injection
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Step #1: Perso_SC method S1 (injection)

• Injection of sensitive 

information

• Both sites are SAS-UP 

certified.

• SAS: covers 

generation and 

provisioning

• eUICC: Once 

provisioned: 

Confidentiality covered 

by CommonCriteria

Fabless-SoC Maker 
(design, ops)

HSM

Perso_SC 
Hardware Security Credentials 

generation

SoC Manufacturing Site A
(Fab/SAT)

HSM

Provisioning Protocol

Authenticated 
Encrypted payload

1 2

SoC

Integrated TRE

Perso_SC Hardware Security 
Credential Provisioning

3

SAS-UP Certified Site

Encrypted
payload

Legend:

Flow of data

Sensitive 
Information

CommonCriteria/FIPS

To be continued 
in Step #2: 
Perso_UICC

Secure Storage

ü 



8

Step #1: Perso_SC method S2 (self-generation)

• Sensitive Perso_SC

credentials do not 

leave Integrated 

TRE

• Data transfer: 

Authentication 

required. 

Confidentiality not 

required. 

• Manufacturing sites 

- not SAS-UP 

certified

SoC Manufacturing
(Fab/SAT)

Fabless-SoC Maker 
(design, ops)

HSM

Perso_SC 
Hardware Security Credentials 

generation

HSM

Provisioning ProtocolAuthenticated
Encrypted payload

SoC

Integrated TRE

Perso_SC Hardware Security 
Credential

Provisioning
Generation (NEW)

1

Encrypted
payload

HSM

Perso_SC 
Hardware Security Credentials Processing 

(NEW)
1. Verify authenticity
2. Duplicate prevention
3. Certificate generation

2

Authenticated
payload

(non-confidential)

Flow of data

SAS-UP Certified SiteLegend: CommonCriteria/FIPS
To be continued 
in Step #2: 
Perso_UICC

NON SAS-UP Certified Site

Secure Storage

ü?  
This discussion
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Comparison between Perso_SC methods

Method S1

(injection)

Method S2 

(self-generation)

Credentials generation FIPS 140-2 compliant

Generation location Outside TRE Inside TRE

Transfer of sensitive information Yes No

Authentication Yes

Direct impact on Perso_UICC (Step #2) No

Protection of provisioned credentials
According to product security, 

e.g., as defined by eSIM (SGP.21 Annex J)

(generating Integrated TRE Hardware Security Credentials)

Conclusion: auditees could use S1 or S2 to demonstrate the same level of trust
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Already covered by current high-level language

No change in FS.17/18
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GSMA FS.18
Statements from CSR  Guidelines 

11 Two-step personalisation process    

 

Personalisation may be carried out as a two-step 

process (Perso_SC and Perso_UICC). The process may 

involve a different entity in each step. 

SAS-UP requirements apply to both personalisation 

steps. SAS-UP certification must be applied to each step 

for UICC production flows requiring SAS-UP compliance 

(e.g. eUICC). 

SAS-UP assessment of two-step personalisation 

process can currently only be applied to the following 

product types: 

• Integrated eUICC 

  Requirements for the two-step personalisation process are not intended to apply 

where the full personalisation process takes place in the same physically-secure 

EUM environment. Requirements in this section have been added to enable SAS-

UP to support products, such as Integrated UICC, where the two personalisation 

steps may be carried out at different times, potentially in different environments 

under the control of different entities. 

Production processes for product types other than those listed in this requirement 

are not currently supported for SAS-UP certification, although this may change in 

the future. 

Auditees involved in the eUICC production chain will be expected to demonstrate 

that the combined solution is secure. 

  

 11.1  Control of duplicate production    

 11.1.1  Each personalisation step shall incorporate 

controls to ensure that:  

• Personalisation data is only used once. 

• Creation of duplicate devices containing the 

same personalisation data is prevented. 

  Auditees should demonstrate controls for preventing duplicate production; each 

set of  credentials generated should exist and be used in exactly one instance. 

 

I 
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GSMA FS.18
Statements from CSR  Guidelines 

 11.2  Generation of hardware security credentials    

 11.2.1  The generation of hardware security credentials, 

and their provisioning into the device hardware 

shall be considered a sensitive process, and be 

evaluated according to the requirements in 

section 7 of this document. 

  Auditees must demonstrate that hardware credentials are generated and 

provisioned in a secure manner.  

Credentials should be generated using security modules (HSM) that are FIPS 

140-2 level 3 certif ied. 

Where generation and provisioning to Integrated eUICC hardware occur in 

separate facilities, a secure exchange mechanism should be in place. 

 11.3  Personalisation of security credentials 

(Perso_SC) 

   

 11.3.1  The personalisation of a hardware device with 

security credentials shall be considered a 

sensitive process, and be evaluated according 

to the requirements in section 7 of this 

document. 

  Auditees should demonstrate that hardware credentials are provisioned in a 

secure manner.  

 

 11.3.2  Perso_SC can occur only once within the device 

lifecycle. 

  Auditees should demonstrate that hardware credentials can be provisioned only 

once.  

 

(Perso_UICC follows) 
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Next action

No FS.17/18 change: Integrated eUICC SAS-UP auditees with Perso_SC scope 

can choose between method S1 (injection) and S2 (self-generation)
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