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Figure 1: Digital Key System Architecture
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Figure 2: Mobile Device Architecture
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Smart Device

‘ SEl Agent

“ehicle OEM Backend |

‘ Maobile Ul

H
L’, [I‘iT[ﬂ\! generates SIR]

[01] LonkupSericelnstanceReferencalSenice [dartifier, SE [dartifer, MSISOMN)

!
i
!
I
|
i
I
Call

_[02] SIR SewicelnstanceState

|

[if Vchicia DEM Backend generates SIA]

[03] DeclareSenicelnstanceReference(SIR, Savice Identifier, MSISDN)

[04] Sericelnstance State

[05] HandleStartSenize Stat eChangeMotification (SR, 1- senice deployment)

[05] DeploySenice(SIR,SeniceCommand(InstallSe niceCommand + ActivateSenice Command)], |

I
:
ref J

|If required by SE lssuer]

QOP200a - SEI Notification, service deployment starts

QP00 b - DeploySevice implementation - AM mode

[07] DeploySenicaR asponse(Raosult)

[08] HandleEndSeniceStataChangeMatificationiSIR, 1- senice deploymant)

ref

[H required by SE Issuer]
OPZ00c - SEI Notification, service deployment ends

Figure 4-2: OP200 — Service Deployment Procedure
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Smart Device

| Mabile Ul | ‘SEIAgent | TSM
I I I

! ! ! L

[Cond] Creation of TSM SD__/

Creation of the first keyset.

Creation of TSM_SD and j [01] SECommandsGenerationAndRemoteExecution|

SE Identifier, Senice, SE Commands)

ref

Using SE| proprietary mechanisms.

OP301 - Execution of the SE commands scripts on the SE through SEI Agent

2 SECommandsGenerationAndRemoteExecutionResponse(|
[ ]SE Command Results)

-
-+

| i i i |
: : :
DK applet deployment in AM J \

Execution of the diffarant applet deployment steps )

List of steps of the applet deployment:
- Step 1: TSM_SD - Keyset rotation using STORE DATA command.

INSTALL{for extradition) commands.
- Step 3; TSM_SD - Binding of the Mobile Ul with SSD and DK applet i.e. update of the ARA-C
IMSTALLfor personnalization) command followed by n STORE DATA commands.

- Step 6 SSD - DK applet installation using INSTALL(for install and make selzctable) and
INSTALL(for extradition) cormmands.

The execution of each step is conditional. For example:
- lithe ARA-C is already installed, Step 2 is not executed.
- lithe DK applet ELF is already loaded, Step 4 is not executed.

- Step 2: TSM_SD - ARA-C creation Installation and extradition of the ARA-C using INSTALL{for install) and

- Step 4: TSM_SD - DK applet ELF Loading using INSTALL(for load) command followed by n LOAD commands.
- Step 5: TSM_SD - SSD creation and personalization using INSTALL(for install) and PUT KEY commands.

rules) using

loop ) [For each step that needs to be executed]

ref /'

0P902 - Execution of the SE commands scripts on the SE through Mobhile_Ul

[ 1 1 1 =

Figure 4-4: OP200b — DeployService implementation - AM mode
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